What are the policies and possibilities for managing your
sensitive data?
• Webinar 25.9. at 2 pm
• Presenter Ilkka Lappalainen
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Agenda
• Do I have sensitive data?
oAnonymisation
oPseudonymisation
oGDPR

• What do I need to know about my data?
oData Management Plan (DMP)
oWho is helping?

• Data management cycle for research data
oCSC services
oInfrastructures and related initiatives: ELIXIR, GA4GH, Tryggve
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Do I have sensitive data?
• Personal data as defined in the Personal Data Act (523/1999).
• Data related to human samples and processing of those samples, as stated in
the Biobank Act (688/2012).
• Information contained by, and derived from, patient documents, by the Act on
the Status and Rights of Patients (785/1992).
• Some statistical information provided by Statistics Finland
• Information classified on legal bases, IPRs, contractually classified information,
etc.

Anonymisation, a lifeboat for research?
• Anonymous data is information which does not relate to, or is
rendered anonymous in such a manner that it can lo longer be
related to an identifiable person.

Let's pseudonymise!
• ‘Pseudonymisation’ means the processing of personal data in
such a manner that the personal data can no longer be
attributed to a specific data subject without the use of
additional information.
oSuch additional information must be kept separately; and
ois subject to technical and organisational measures to ensure that the
personal data are not attributed to an identified or identifiable natural
person.

• Pseudonymous data must be processed as if it were personal
data!
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Enter GDPR
• In January 2012, the European Commission set out plans for data protection
reform across the European Union in order to make Europe 'fit for the digital
age'.
• One of the key components of the reforms is the introduction of the General
Data Protection Regulation (GDPR).
oThis new EU framework applies to organisations in all member-states.

• GDPR is a new set of rules designed to give EU citizens more control over their
personal data.
oIt aims to simplify the regulatory environment, clearing out the roles and responsibilities.
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It's all about roles
• Organizations that determine the means of processing personal data are
controllers, regardless of whether they directly collect the data from data
subjects.
oE.g., as the PI determines the means of processing the data set she/he has been given by a
biobank, the PI is considered to be controller for this specific data.

• The data controller can use an external organization to carry out the processing
of the data it controls. These organizations are called processors.
oBefore handing over the processing to a third party a clear and specific data processing
agreement should be in place.
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How to process personal data
• Personal data shall be…
oprocessed lawfully, fairly and in a transparent manner in relation to the data subject;
ocollected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes;
oadequate, relevant and limited to what is necessary in relation to the purposes for which
they are processed;
oprocessed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures.

• The controller shall be responsible for, and be able to demonstrate compliance
with regulation.
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What do I need to know about my data?
• DMP is a living document – updatable and reviewable
oCreated at the start of a research project and reviewed regularly throughout the
research project
• Describes
owhat data will be collected and how the data will be created
ohow the data will be documented
othe usage and storage and back up of your data
owhether and how the data will be shared and preserved
• Covers issues concerning
oresponsibilities
odata ownership and licensing
ocosts
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Support for writing DMPs
• Seek advice and support from your research organization and check institution’s (and
funder’s ) RDM policy.
• A number of tools and templates available
oDMPTuuli, DMPonline, DMPTool, easyDMP
• DMPTuuli includes guidance for handling datasets containing sensitive personal data
o Data management planning is particularly important when processing
datasets containing personal data, as it allows you to protect your rights and
the rights of your organisation, as well as the rights of your research subjects.
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• Create a plan and choose guidance relevant to your
plan.
• Sensitive Data Guidance
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CSC services for sensitive data
• Cloud service
• Infrastructure as a Service (IaaS) type of cloud: customer’s
manage their virtual machines, network and storage.
o Customers have freedom and responsibility to manage operating
system level including user accounts, applications, firewalls and security
patches.

• Cloud management software is OpenStack
oIT admins are project member’s and they manage the resources via
command line, web UI or API.
o User Guide: https://research.csc.fi/cloud-computing
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ePouta
• In ePouta, the Virtual machines are in the
customer organization’s network. It could be in
local area network without Internet access.
• Connections coordinated between CSC Cloud
Team, Funet & your organization’s local IT
department.
• Management Web UI/API access has a physical
firewall.
• Contact: servicedesk@csc.fi
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What are the most likely security risks?
• Server / storage breaks? What will you loose?
• Is there always enough admins to take care of the systems?
• User deletes accidentally data? Back-ups? Is the right data in the right place?
• Are the responsibilities of the system administration clear?
• Communication hardly cannot be overdone: Training and User Documentation!
• Risk management? Knowledge of the legislation etc?
o GDPR requires write down Data Protection Impact Assesment for high risk cases.

• Person stores and shares data without proper permissions against the terms?
• Sharing of the common VM image or container contains some sensitive data or other
security risk?
• How about if admin or researcher leaves? What happens to data ownership and system?
• Sustainability of the funding / availability of the services?

ELIXIR and sensitive human data

Simplify the way people search for and request access
to potentially identifiable data in international and
national genomic data resources

ELIXIR: European infrastructure for
biological information
Data infrastructure for Europe’s life-science
research:
Data
Interoperability
Tools
Compute
Training

@ELIXIREurope

www.elixir-europe.org

ELIXIR Services
Data deposition:

NRENs

Compute:

ENA, EGA, PDBe, EuropePMC, …

Secure data transfer, cloud computing, AAI

Data management:

Bioinformatics tools:

Genome annotation
Data management plans

Bio.tools

Added value data:

Industry:

UniProt, Ensembl, OrphaNet, …

Innovation and SME programme
Bespoke collaborations

Data Interoperability:

Training:

BioSharing, identifiers.org and OLS

TeSS, Data Carpentry, eLearning

Tryggve
• Tryggve is a Nordic collaboration project for sensitive data.
Tryggve develops and facilitates access to secure einfrastructure for sensitive data, suitable for hosting largescale cross-border biomedical research studies.
https://neic.no/tryggve/
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Thank you!
• The recording of this webinar will be found on CSC's youtube
channel

19

